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Foreword

Welcome to this our second ECIIA yearbook, which we hope you will find as valu-
able as the first.

When we produced the ECIIA yearbook last year, we noted that the world had
faced a period of economic and financial turmoil. As we face the second half of
2010 and into 2011, stability still seems far away. Governments across the EU have
taken measures to halt or slow the financial crisis, but still more is needed. In many
countries, including the UK and Greece, people are facing severe cuts to public
spending in order to address budget deficits. This may affect many internal audit
departments as they too may face cuts in staffing and budgets. This will add another
dimension to internal audit work — the need to do more with less. The ability to
work smarter will increase in importance over the coming year, and sharing infor-
mation and knowledge between internal audit teams will be crucial. Progress
through sharing is the global motto our profession is dedicated to, and sharing the
knowledge we have in Europe continues to be a high priority. We are working to-
ward this partly through the publication of our yearbooks, but also through the in-
formation that we provide on our website (www.eciia.eu) which was relaunched
this year.

This pressure on budgets within internal audit teams does not mean that internal
audit has decreased in importance. We wrote last year how corporate governance
and risk management is high on the global political agenda. This has not changed,
indeed the focus has increased, with many countries producing discussion papers
and changes to legislation to improve corporate governance. We have also seen this
in the EU, most recently in June 2010 when the Commission launched a public con-
sultation on how to improve corporate governance in financial institutions. Internal
Audit has a key role to play, and our advocacy work aims to build relationships with
organisations and stakeholders that affect the profession globally.

In this edition you will find articles from around the EU covering the IIA Standards,
Corporate Governance, Internal Audit Practices and the future of Internal Audit.
We hope that you find them of value.

We would like to thank all the authors and other contributors to this project. We
would also like to thank the international project team for making the publication of
this yearbook possible: Nicole Schneider-Brennecke, IIA Germany (project lead),
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Dr. Matthias Kopetzky, IIA Austria, Nicola Rimmer, IIA — UK and Ireland and
Amanda Zute, IIA Latvia. We also would like to thank Marc Slowig of ITA Ger-
many for the support provided. The ECIIA Yearbook Taskforce was led by
Dr. Hans Joachim Biisselberg, IIA Germany.

The ECIIA Management Board
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The ECITA

The ECIIA (European Confederation of Institutes of Internal Auditing) represents
the beacon of the Internal Audit profession in the wider geographic area of Europe
and the Mediterranean basin.

ECIIA exists to promote professional internal auditing — its benefits, competencies,
standards and qualifications — to all institutions, bodies, committees and people of
influence within its member countries. It undertakes research on topics relating to
internal audit, business control, risk management and corporate governance. It
publishes position papers, briefings reports and a quarterly newsletter.



Project Team

Dr. Hans Joachim Biisselberg (Head of Task Force), Chief Audit Executive of
AXA Konzern AG, Member of the Board of Management IIA Germany, Member
of the Board of Management ECIIA (Cologne, Germany)

Nicole Schneider-Brennecke (Project lead), Press and Media Relations Manager,
ITA Germany, (Frankfurt, Germany)

Dr. Matthias Kopetzky, CEO, Business Valuation GmbH, Member of the Board
of IIA Austria (Vienna, Austria)

Nicola Rimmer, Internal Audit Practitioner and Council Member IIA UK and
Ireland (London, United Kingdom)

Amanda Zute, ITA Latvia (Riga, Latvia)



Table of Content

FOTEWOIA ..o e e e e e et ra e e e e e e e eeenes
TRE ECIIA ...t e e e et e e e s
PrOject TRAIM.....ceiuiiiiiiiii ettt ettt et e et e st e e st e e eareeens
Table Of CONLENL.........vvviiiieiiieeeeciiieee et e e e e e e e e eeaarreeeeeeeeeeeanes

INTERNAL AUDIT STANDARDS & PROFESSIONAL PRACTICE FRAMEWORK

Inta Ozolina
Internal Audit Standards: Everything for Everybody? ...........c..ccceueecuueaeee.

T. Flemming Ruud, Philipp Friebe, Daniela Schmitz, Shqiponja Isufi
International Professional Practices Framework — Overview of the

current guidance of the Institute of Internal Auditors............cccuue....

I INErOAUCTION ...ttt s
2 FElements of the Updated Framework ...........ccccccieviniiiiiiiniiiiiiieeeeeen
2.1 Mandatory EI@mMents........cc.ceeeeiiiiiiiiiiniiiee ittt

2.2 Strongly Recommended Elements...........cccoecuieeeiniiieeiinniiieeeeiieeeee

3 Important Changes to the Standards...........cccoeouvieeiniiiiiiniiie e,
3.1 INEEIPIEtatiONS..ccciueiiieeeeiiieeeeeiiieee et ee e ettt e e et e e e e s e e e s abaeeeeeaeeeas

3.2 Existing Standards Adjusted..........ooccuveeiiiiiiiiiiniiiieeeeeee e

3.3 New Standards.........cooeeeriiiiiiieeeeeeeee e

4 Process IMProVemMENtS. ........coocuiiiiiriiiieeeeiiiee et eeieee et e e e e e
S CONCIUSION. ..ttt ettt et e e eeas
RETETENCES ..ttt e

CORPORATE GOVERNANCE & RISK MANAGEMENT

Fikret HadZi¢, Amir Softic¢

Efficient Risk Management in Leasing Companies ........cccccecvvereccsssannecccssnanes

I INErOAUCTION ...ttt e

2 Specifics of Leasing Companies’ RiSKS........ccccvuieeiviiiiiiiniiiiiiiiiiee e

3 Management of Process and Decision TOOIS ........ccoccveeierniiieeinniiieeeiiiieene.

4 Determination and Evaluation of Leasing Subject Value..........ccccccuveeennnee.
4.1 Equipment Risks at Leasing ........ccccceevviiiiiiniiiieeiniiiee e
4.2 Evaluation of the Future Value of the Equipment...............ccccccveeen.

O 0 J W

15



Foreword

5 Management of Collection Process and Monitoring Leasing Portfolios ...... 37
5.1 Process of Forced Collection.............ccoevveveeieiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeee 37
6 Management of Reserves for Losses from Leasing Business...........cc......... 39
T CONCIUSION . .uuuuuuiuieittiiiiteitteiettetttaeteaaaeaaeraenraseeeeerererarsrassnssssssrsssssnsssssnsssnnsnnnes 42
LLIE@IALUIE ...ttt aaaaeaasasssaessssssssssssssssssnsnssnnsnsnnnsnnes 43
Sergey Martynov
Company Culture is Worth the Cost........eiicvivneiccccssnniccssssnnsccssssanseccsssassessoes 45
I  The Importance of Company Culture...........ccccuveeerriiieeeeniiiiieeeeiieeee e 45
2 Development of Company Culture.............ceeeviiieeiniiieeeeniiiiee e 46
3 Maslow’s Pyramid..........ccoooeiiiiiiiiiiieiiiiee e 47
4 Internal Audit and Company Culture ...........ccceeeviiieeeniiieeeiniiiiee e 48
S5 A CONCIELE CASC...uuvvvvrrrrrererereeeerreeeeeerrreesrerereeerrererssarsrrerssrrsrsrsrrrrrrasrsrrrrar———. 50
6 FINal ODSEIVALIONS.......cvvvviviiiieiiiiiiriiiitieeererereeereeeeeereeerrrereresrerererrerasererera————— 51
Neil Baker
Governance Works, in PrincCiple.....icceiicccnssncecssssnseccssssnsscsssssnssesssssssecs 53
I Wrong QUESHIONT......c..uiiiiiiiiieeeeiieee ettt ettt e e et e e e e st ee e e et eeeseabaeeeea 53
2 NON-EXecutive FallUre?..........ovvviiiiiiiiiiiiiiiiiiiiieiiiieeeeeeeeeeeeeeeeeveeeeeesssesesssssnenees 54
3 What About Management?..........cccueeeeeriuiieeieniiieeeeeiiieeeeeireeeeeieeeesenneeeeens 55
4 INO ReSPONSIDIIILY ...eeveiiiiiiieiiiiiiee et 56

INTERNAL AUDIT PRACTICES

Thomas Lohre

Contribution by Internal Audit to IT Compliance............ccccceevueevveccuecscancnnes 61
I INErOAUCTION ...ttt ettt 61
2 Elements and Regulations of I'T Compliance...........ccccceeevuiieniiiiinnieennieenns 64
3 Challenges and Effects of IT Compliance .........cccccceeevviieniiiiiniiieennieeeieeens 66
4 Added value of IT cOMPIIANCE .........eeeviiiriiiieiiieeeieeeeee e 68
S Promotion of IT Compliance by Internal Audit...........cccooviuiirniiinnniiinnnens 70
5.1 Risk-oriented AUdItiNg .........coooouiiiriiiiiiiiieniee e 70
5.2 Truth and Fairness AUdIts ..........ccoveeriuiiriieeniiinieeieceieeeieceeeeeeeeeae 72
5.3 The IT compliance Programme ............cc.eeeeeeeerueeeniueeernireesnireesnneeenanes 74

5.4 Future-oriented IT Compliance through Environmental
Monitoring/Early Identification............cccceeevvieenniieiniiieiniieeeiieeeieeee 76
5.5 CertifiCatiONS ...c..eerueeriiinieiiieeite ettt ettt e 77
6 SUIMIMATY....eeiiiiiiiiiiie ettt te et e ettt e sttt eesabteesbteeeateeesnbeeesabeeesnnseeens 80
LIEEIATULE «...eoneiiiiiieite ettt sttt ettt sat e e sbt e et e s beesabe e 80

Adridn Garrido
Continuous Auditing: Myth and Reality.......cccccveeecscrsnnieccsssaneecssssansecssssassecces 83
1T GIEAL PIrOIMNISES . eneeeee e e e e e e e e e eaaas 83

10



International Professional Practices Framework

2 ...Not Always Fulfilled.........ccccoooriiiiiiiiiiiieeeeee e 84
3 Easier Said than DONE .........ccceeeiiiiiiiiiiiiiiiieceieeeee e 85
4 Developments Up t0 NOW ...cooocuuiiiiiiiiiieiiiiiee ettt 85
S Five Dangerous Ideas .........cocuviiiiiiiiiiiiiiiiieeeieeee ettt 86
6 A Practical Proposal ..........ooocuiiiiiiiiiiiiiceee e 87
6.1 Obtaining Relevant Information............ccccoeviviiiiiniiiiiiiniiiiee e 88
6.2 Structured Storage of the Data ..........ccccceeeiiiiiiiiiniiiiiie e, 88
6.3 A (mainly) Qualitative Assessment of the Risks and Selection of the
“FOCAl POINES™ ...ttt et e e e ebaee e 88
6.4 A Flexible Plan for Audit ACHVITIES.......cceevrvuiiereeriiiieeeeiiieeeeiiieee e 89
T BaCK t0 BaASIS . eeiiiiiiiiiiiiiiiiie ettt st 90
Daniel Nelson
The Financial Sector: Risks, Controls and Assurance after the Financial
CTiSIS teuuteesnncsnessnnessnnesssncsnisssncsssncsssncsssessssssssessssessssssssssssssssssessssssssssssans 93
I The ROOtS Of the CriSiS....cccuuiiiiiieiriiieiiieeeiieeeeee ettt 93
2 Key Lessons-1earned ...........coocueeiiiiiiiiiiiiiiieeeiieeeeee e 94
3 Learning from EITOrs........c.cooiiiiiiiiiiiiiiieceeeeee et 95
4 Lessons for Internal Auditors..........ccceviieeiiiieiniiieinieeeiee e 95
S FOUI MOTE SIEPS c.uuviieeiiiieeiiie ettt ettt ettt e et e e st esinee e 96
Neil Baker
Doing More With eSS ..cccuiecerricsseicssnncsssnnesssanessssnscssssscsssssesssssesssasssssasssssssssses 99
I Budget CrunChL.......oiiiiiiiiceee et 99
2 ShoW the TMPACT.....ccooiiiiiiiiiiii et 100
3 Changing Risk Profile .........cocciiiiiiiiiiiiiee e 101
4 AVOIA the CUL ...eiiiiiiiiiiiieeeeeee ettt et eeaeeeens 102

FUTURE OF INTERNAL AUDITING

Andreas Langer, Andreas Herzig, Burkhard Pedell
Performance Measurement and Controlling of Internal Audit — More

Than Just a Measurement Problem ..........coeeerveecseeisneecsneessncesnnenne 107

I INErOAUCTION ...ttt st e 107
2 Necessity of Planning and Controlling the Target Contribution of Internal

AUt e 108

3 Scope of Service and COMMUNICALION ........eeerureeriiieeriiieeniieenieeeeieeeeiieeenns 109

4 Quality Management and Quality Assessment in Internal Audit.................. 111

5 Performance Measurement in Internal Audit...........ccoooieiviiiiiiiiiniinniee. 112

6 A Possible Approach for the Determination of Indicators.............cccceeueeee.. 116

6.1 REIEVANCE ....ooiiiiiiiiiiii e 117

6.2 REACHIVILY .eeieeiiiiiiiiiiiiee ettt e ettt e s et e e e ee e e 117

6.3 Controllabilify......ccocuviiiiiiiiiiiieeiee e 117



Foreword

6.4 Input/Output/Outcome Orientation ............occcveeeeeriiveeeeniireeeseriieeeennnns 117
T CONCIUSION.....eiiiiiiiiiee ettt e e et e e et e e sataeeesenaaaeees 119
LIEETALUTE ....eeeeeiiiieee ettt ettt e et e ettt e e e ettt e e e s ebba e e e senabaeeesansnaeeas 120

Heinrich Schmelter

Internal Auditor — Generalist or Specialist.......ccccueeeerrrnricssssnreccsssanseccssnnnes 123
1 Careers based on Status and SpecialiSm ..........ccccveeivriiiieeiiiiieieeniiee e, 123
2 Twelve General and Specific Requirements for Internal Auditors............... 125
2.1 General Ability to Work in a Team .........ccceeeviieeiniiiieeeniiieeeeieeeeee 125
2.2 General FIEXibility ......cccoviiiiiiiiiiiiieiieiiee e 126
2.3 General Leadership SKillS........cocouiiiiiiiiiiiiiiiiiieeeeeeeee e 126
2.4 General (and Specific) Company Knowledge...........cccevvuvieeenniieennnns 126
2.5 General (and Specific) Process Knowledge ..........cccceeveeviiiieiiniiiennnns 127
2.6 Specific Professional Ethos ...........coooviiiiiiiiiiiiiiiiicceeeeeeeees 128
2.7 Specific Internal Control and Risk Management Knowledge............... 128
2.8 Specific Internal Audit Methodology ..........ccccoviiiiiiiiniiiiniiieiieeeee 129
2.9 Specific Internal Audit EXpErience .........cccccceeevvveeeniieeniieennieeenieeene 129
2.10 Specific Financial Knowledge...........ccoccueeriiiiiiiiiniiiiniieiieceieceee 129
2.11 Specific Technical Knowledge..........ccooveeriiiiiiiiiniiiiniiiiiicceieceee 129
2.12 Specific IT Knowledge.........ccooviiiiiiiiiiiiiiiiiieeeiiee e 130
3 Professional Status REQUITEMENLS .......cccuvvieiiriiiieeiiiiiee et 130
4 Requirements According to Professional Specialist Field............................. 132
5 Dependencies of the requirements on company size and sector ................... 132
6 The “Ideal” Internal AUdIfOr ........cc.eiiiiiiiiiiiiiiiiceee e 133
7 Summary of the Requirements as a Generalist and Specialist...................... 136
LUIEETALUTE «...eeinitteiiitee ettt ettt s e ettt e et e e st e e sbeeesnreeens 137
Hannes Schuh
AUdit MArKeting ....cccccveeiccissraniecssssnniecssssassessssssssessssssssessssssssssssssssssssssssssssssssans 139
1 Audit Marketing as a Part of General Marketing...........ccccoeveeeniieiinieeennnen. 139
2 Examples of the Current Status of Audit Marketing...........cccceeevevveeeenineennn. 140
3 Marketing Approach for Internal Audit..........ccceeeveviiiiinniiiiiiiiiieeeeeeen 141
3.1 Market FOrm.....ooooiiiiiiiiieee e 141
3.2 Exchange RelationShip .........coccviiiiiiiiiiiiiiiiiiiieeeeeee e 142
3.3 Market Management TasK.........cccoevviiiiiiiiiiiiiiieeeeeeeee e, 142
3.4. Environment ANalYSIS .......coeevriiieeiiiiiiieeeiiiieeeenieeeeeeieee e e 143
3.5 Marketing TOOIS .....eeiieiiiiiiieiiieee e e 145
4 SUIMNIMATY . ccciiiiieeiiiiee ettt ettt e e et e e e ettt e e e ettt eeessabbaeeesnassaeeesanssaeens 147
LUIEETALUTE «...eeiniteeeiitee ettt ettt et s e sttt e et e e st e e sabeeesnreeens 147
LIST Of AULNOTS. ..coniiiiiiiiieeee ettt 149

12





